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Accelerating Citizen’s Access to GP Records

What is happening?
From 1st November 2022, all PROSPECTIVE data (i.e., data entered after 1st November 2022) held within the GP records will be visible to patients (aged 16+) within their patient facing apps (See appendix 1). Whereas previously patients had to apply to their GP practice to access their online record, this will now be offered as standard to all patients without needing to pro-actively apply, in order to make patient empowerment the standard.


What will be included in the online view?
· Appointments
· Medication lists (Both acute and repeat in all apps, whilst past drugs also show in the NHS App)
· Allergies
· Documents / letters
· Test results
· Coded data, including Problem lists
· Consultation entries – codes and free-text
· Immunisations


What will NOT be included in the online view?
· Any data entered onto the consultation screen prior to the launch date in November
· Any data entered before the date that the patient registered with your surgery.
· Any data entered before the patient turned 16.
· Tasks (e.g., Admin notes; Patient notes – though bear in mind these could be requested to view by the patient via a Subject Access Request) and internal communication in practice (e.g., Emails, screen messages)
· Major alerts / “Warnings”



Why is this happening?
Under the Data Protection Act (2018), patients have a right to access data and information held about them.  More importantly than this however, a patient that can access, review and track their own data can be empowered to better manage their own health. For example, knowing an HbA1c or blood pressure reading result and being able to see and monitor this whenever necessary can enable a person to track their progress and to feel more motivated and empowered to improve it. A patient with access to the free-text of a consultation with someone from the surgery in a morning can review the summary of that consultation the same day to recap what was said, to revisit the management plan and to hold ownership over the next steps in that plan. They can also view the safety netting information recorded and act on it when necessary.

What are the benefits?
A patient with access to their own health data can better understand their own health, can research their own conditions, can have better ownership of their management and can be more responsible for their health outcomes. The patient may also be better enabled to monitor prescriptions, book and cancel appointments all via the same platform, and to check results and referrals which can save the practice time answering incoming phone calls.

Over time, the apps are likely to evolve to incorporate more information & support, so widespread engagement with the platform will enable future developments to have wider reach and thus be more effective.

What are the possible risks?
There are a number of potential risks from the programme to be aware of, but these can largely be managed. For example:

A patient may discover something on their records that they were unaware of, such as a new diagnosis or an abnormal test result before the GP has had chance to discuss it with them.

A patient’s confidential data might end up being seen by another person. There are a number of scenarios where this might happen (this list is not exhaustive):
1. A person with capacity might allow another person to view their record, without realising which data would be visible. This could especially be an issue where someone is reliant upon another person to read their records for them, for example if they are not confident with using technology, have limited literacy, have a disability such as dyslexia or being partially sighted, or where English is not their first language.
2. The person might lack capacity, for example through dementia, learning disability, acquired brain injury or addiction to understand what information is being shared and might allow someone else to access their record without recognising the consequences. For example, someone with a learning disability or dementia might have someone act on their behalf and not understand the risks to their privacy of sharing their access.
3. People in abusive situations might be pressured, coerced or forced to grant access to another person or people. Examples of such situations include:
a. A victim of domestic abuse may be coerced to reveal their records to their abusive partner.
b. A victim of modern slavery may be forced to reveal their records to their abuser to ensure they have not disclosed their enslavement
c. A young woman might be pressured by her family to reveal her medical record to prove she was not seeking contraceptive or sexual health advice out of wedlock, for example, in situations of so-called Honour-Based Abuse.

Patients might be concerned about the security of their data, especially if they know an abuser has access to their record, and thus they might be reluctant to disclose abuse.

The doctor-patient relationship might be harmed if a patient sees something written about them that they feel is inaccurate, judgmental, or inappropriate. In extreme circumstances, a patient might become aggressive or abusive towards members of the practice team in relation to such entries.

How can these risks be reduced?
Letters and results will only become visible once the data has been fully filed or “completed” through Docman or the clinical system. This will prevent a patient from seeing the data before the surgery has had opportunity to contact them about them. If you plan to contact a patient to discuss a letter or result, leave the report “unfiled” until you have done so – it will still be visible to the practice in this situation, just not to the patient.

Regarding patients at risk of abuse, it is impossible to identify all patients that might be at risk from record access, and peoples’ situations and risks change over time. For some people, the practice may be aware of a patient at potentially higher risk of being coerced into allowing access to their record. In such cases, online access to the record can be temporarily withheld pending a discussion with the individual concerned to explain what information will be visible, and then the access reopened after that discussion if appropriate.

The key way to moderate risk is to ensure that all staff making entries into the medical record are aware that the patient will be able to see what is written and to bear this in mind whilst consulting and documenting. It is always possible to withhold an individual consultation entry from the online viewer if it is felt that not to do so could potentially risk significant harm to that individual or another person. Please see Appendices 2-4 for walkthroughs of how to do this on EMIS, TPP SystmOne & Docman.

With regards the doctor-patient relationship, be mindful of the words you write and how these might be interpreted. “Complaining of chest pain” for example, may have different connotations for patient and doctor.

What do you need to do now?
1. Ensure that ALL staff entering information onto the GP records are aware of these changes & how to hold back individual data entries when felt appropriate. Think also about how you will manage this for new joiners, locums and trainees going forwards. Also consider any other colleagues writing onto the record who are employed by other agencies (e.g. midwives, mental health workers).
2. Ensure that all staff processing incoming correspondence know how to hold back the document from online visibility and the circumstances where this might be necessary (e.g. CP Case conference minutes, domestic abuse notifications, letters containing third party information etc.)
3. Identify any individuals that you think should have access to their online record temporarily withheld on grounds of identified risk & add the SNOMED code 1364731000000104 “Enhanced review indicated before granting access to own health record” (aka the “104 code”). Adding this code must take place BEFORE 1st November 2022. A suite of searches has been developed, which you can import into your clinical systems to run and then add the “enhanced review” code to all within the search.   These searches and associated instructions on how to use them can be found at this link on the NHSE implementation site.  These are example searches only. The GP practice remains the data controller, and therefore it is recommended that the practice team reviews the lists of codes within the searches and adds or deletes any codes as the practice feels is appropriate. 
4. Take opportunities to discuss this programme with patients where appropriate (See Appendix 5 for flowchart):
a. What information may be visible
b. How to protect their data, e.g. by not sharing access to passwords etc
c. How you can help protect their data, e.g. by withdrawing access to some or all of the elements they can see via their app or by redacting specific entries
d. Who they can contact if their circumstances change and they wish to amend their access in the future
e. Where they can access support if they are vulnerable to, or victims of, abuse
5. Consider discussion about online access in cases where you have reason to suspect the patient may lack capacity to understand what information is being shared. Think about whether you need to hold a Best Interests decision & whether proxy access or withholding access might be appropriate. In patients that presently have capacity, ascertain what they would like to happen to their access if and when they lose capacity.
6. Ensure that the whole practice team is aware of where to signpost people to for support in the event that they disclose that they are a victim of abuse.
7. MOST IMPORTANT: Change your mindset. Consider that every patient may have access to their online record and use this to inform what you record & whether you need to withhold each entry from the online viewer on an individual basis.

Some specific pitfalls identified in pilot testing
During pilot testing of the programme there are a few specific issues identified that could create a risk for a data breach to be aware of:
1. If medication is prescribed within a consultation and the consultation then withheld from the online viewer, the medication issued will still be visible online. This can be overcome on some apps by moving the medication into past drugs, but notably does not hide the drug on the NHS App.
2. People who you have already withheld online access for will continue to have this access withheld after launch ONLY if they have the 104 code added. Any previous steps to prevent access will be voided from 1st November if the 104 code is not in place as well.
3. Adding the SNOMED code “Enhanced review indicated before granting access to own health record” will only prevent release of prospective data if on the record at the date of launch. Any changes to online access made after 1st November 2022 must be made through the usual way via Registration > Online Services > View online user > Edit online user access.
4. If you use referral proformas etc on EMIS that pull in the problem page or last consultation entries into merged fields, these documents may pull in data that was intended to not be displayed on the online viewer. If these documents are then saved within the consultation module then all data will be visible within them online. To reduce this risk, ensure that you deselect or delete any data that you do not want online before saving the document, or else withhold the completed document from the online viewer.
5. If you withhold a consultation entry from online viewing there will be no evidence that a person had a consultation at all when viewing on their online app. There may be circumstances where it could be appropriate to enter 2 consultation entries – one to withhold containing the sensitive information (e.g. about domestic abuse) and the other to leave for online viewing about another issue, so that if a perpetrator of abuse is aware the patient is coming to the doctor there will be an entry to view.
6. GP2GP. When a patient moves practice, entries previously marked as “do not display on the patient’s online care record” will no longer be flagged as such. As the date from which prospective entries can be seen on the patient facing app resets to the date of registration at the new practice, these entries will not be visible to the patient. Should the patient approach the practice requesting to reset their visibility date back to 1st November 2022, having had this access previously, the new practice would need to go back & redact entries entered after 1st November as appropriate, or else decline the request to change the visibility date.
If you wish to understand in more detail what patients can see & how your practice data displays onto the NHS App you may find it helpful to set up a synthetic patient on your clinical system & on the NHS App to test. Further information can be found here: https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/set-up-a-test-patient  

What should I do if I am concerned that harm has come from access to this data?
Any significant or learning events that happen following launch of this programme should be reported. Any safeguarding issues identified should be shared with your ICS safeguarding team, who can then escalate to the safeguarding team within NHSE to ensure national oversight of any evolving issues. Additional support can be accessed by emailing: england.nhsximplementation@nhs.net 

Thematic analysis, review of actions needed
Feedback for system wide learning and implementation 
of changes
Incident identified and reported, 
managed and supported, as appropriate, locally
Reporting
General patient safety events***
Use local datix alert system and/or  the new LFPSE service at https://record.learn-from-patient-safety-events.nhs.uk/ 

Safeguarding incidents and near misses**
 Contact your local safeguarding team (who in turn can escalate to NHSE)

Technical errors*

Contact your local service desk or clinical system supplier
Central reporting mechanism via england.nhsximplementation@nhs.net
For any issue that requires escalation and/or cannot be resolved locally









*    System not functioning as expected
**  A vulnerable adult coming to harm, or near miss, as a result of accelerated access
***Patients coming to harm, or potential for harm, poor outcomes, future risks



Where can I obtain further information?
NHSE guidance relating to the ACAGPD programme can be found at: https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-app-features/accelerating-patient-access-to-their-record
They have also developed some resources, including videos outlining the programme aimed towards both patients and staff. These can be found at: https://digital.nhs.uk/services/nhs-app/nhs-app-guidance-for-gp-practices/guidance-on-nhs-app-features/accelerating-patient-access-to-their-record/resources-to-support-staff-with-providing-online-services#films-to-support-general-practice-staff
In addition to this, the RCGP have developed a toolkit relating to the ACAGPD programme, which can be found at: https://elearning.rcgp.org.uk/mod/book/view.php?id=13455&chapterid=768 
All resources will also be available in the NHSx Implementation section on NHS Futures.

Author: James Higgins, Named GP for Safeguarding, NHS Greater Manchester ICS (Stockport)
Created for and endorsed by the National Network of Named GPs for Safeguarding, NNNGP


Appendix 1: Online access providers
	Service provider
	Website

	Patient Access
	https://www.patientaccess.com

	Evergreen Life
	https://e-life.co.uk/

	Co-op Health
	https://www.coop.co.uk/myhealth

	myGP
	https://mygp.com

	digi.me
	https://digi.me/nhs

	Echo Pharmacy
	https://echo.co.uk/signup

	AT Tech
	https://dr-iq.com/

	Pharmacy2U Ltd
	https://im1.pharmacy2u.co.uk

	Medloop
	https://medloop.co/uk-app/

	Boots UK
	https://boots.com/nhs

	My Way Digital Health
	https://patient.diabetesmyway.nhs.uk/register/

	C Sharp Solutions
	https://patally.co.uk/

	Patients Know Best
	https://patientsknowbest.com/gp

	Redwood Technologies
	[https://portal.practiceplus.co.uk%20/]https://portal.practiceplus.co.uk

	Healthera Ltd
	https://healthera.co.uk

	Doctorlink
	https://www.doctorlink.com/patients/

	Digital Medical Supply UK LTD
	https://kry.se/api/im1-service/

	Nurturey - the digital PinkBook
	https://www.nurturey.com

	Nye Health
	https://meet.nye.health

	My Cohens
	https://www.cohenschemist.co.uk/

	Avicenna
	https://www.managemymeds.co.uk

	Medicalchain.com Ltd
	https://hp.medicalchain.com

	Medicinechest Limited
	https://medicinechest.co.uk/nhs-pharmacy-search

	MedAdvisor App
	https://app.medadvisor.co.uk

	MedAdvisor Day Lewis
	https://www.daylewis.co.uk/repeats

	Chemist 4U
	https://www.chemist-4-u.com/prescription

	Charac Limited
	https://app.charac.co.uk

	Barkerhouse Pharmacy (Appconnect Ltd)
	https://appconnect-portal.azurewebsites.net/

	PATCHS
	https://patchs.ai

	Substrakt Health Limited
	https://patientpack.co.uk/

	Voice Connect Limited
	https://www.voiceconnect.co.uk



Appendix 2: Walkthrough of consultation redaction in EMIS:

 

Appendix 3: Walkthrough of consultation redaction in SystmOne (also contains EMIS examples):



Appendix 4: Walkthrough of letter redaction in Docman






Appendix 5: Flowchart to guide enhanced reviews regarding access to the online record

Things to consider / discuss when undertaking an enhanced review:
· Who needs to be present? (And who should NOT be!)
· Is face to face conversation required?
· Why was access initially withheld?
· Is this an ongoing issue or concern? (And if so, is the person accessing adequate support?)
· Explain:
· What can be seen via the patient facing app
· How data can be withheld if appropriate
· Password safety
· How the patient can request a change to online access in future if desired
· 
*Consider the following when considering vulnerability:
· Diagnoses that might impair capacity to understand sharing of record, e.g dementia, LD, TBI, substance dependence
· Risk of coercion by another
· Past or ongoing domestic abuse
· Past or ongoing safeguarding concerns (child / adult at risk)
· Other possibilities may apply…
Still felt high risk
If risk   level later reduces
Add code 1364731000000104 “Enhanced review indicated before granting access to own health record” BEFORE date XXX
Low risk
No
Yes
Add code “Online access to own health record withheld following enhanced health record review” and document why you feel risk is high
Something occurs that makes you feel ongoing access is risky 
Patient requests their own access to be withdrawn 
Add code: “Online access to own health record declined by subject of record” 
Add code “Online access to own health record withheld following enhanced health record review” and document why you feel risk is high
Amend online access via Registration > Online Services > View online User > Edit online user access
Add code “Online access to own health record granted following enhanced health record review” and document why you feel risk is low

Review takes place: (Review of notes +/- liaison with colleagues +/- discussion with patient)

Access will automatically be granted after date XXX
Patient identified as possibly vulnerable*

image2.emf
How to withold a 

consultation from online viewer (EMISWeb).pdf


How to withold a consultation from online viewer (EMISWeb).pdf
How to make consultation entries not visible on the patient online record viewer

Method 1: Whilst in a consultation

1. Click on the “online visibility” button
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3. You will now see an icon of a computer screen with a red cross — this confirms that this
consultation is no longer visible online.
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Method 2: After you’ve already saved a consultation, or if you wish to redact a previous
consultation

1. Hover the mouse over the pale blue bar with the consultation date/time on it
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2. Right click & then scroll down to online visibility, then across to “do not display on patient’s online
care record” & left click this line
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3. You will now see a line of icons of a computer screen with a red cross next to this consultation
entry on the consultation screen
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SystmOne Guidance - Patient Online Record Access Information Sheet For Primary Care Dec 2020.pdf
PATIENT ONLINE RECORD
ACCESS INFORMATION SHEET
FOR PRIMARY CARE
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“All patients will have online
access to their full record, both
retrospective and prospective,
including the ability to add their
own information, as the default
position from April 2020."

GMS contract 2019-2024
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PATIENT ONLINE RECORD ACCESS INFORMATION SHEET
FOR PRIMARY CARE

Online access to medical records gives patients an avenue to further manage their
health. Systems currently allow patients to book appointments, order repeat medications
and review their summary medical information and coded information online. This
provides a convenient and responsive service for patients, families, and carers.

IN THIS GUIDANCE:

Benefits of Online Access
GP Contractual Requirements for Online Record Access
What is Full Record Access?
Responsibilities and Considerations for GP Practices
Online Access Potential Pitfalls:
Mistaken Patient Identification (ID)
Coercion
Proxy Access
Online Access To Children’s Records
3rd Party Data
Sensitive Data
Safeguarding: What Should Be Hidden (Redacted) From Online Access
GP2GP: Redaction May Not Transfer
Before And After Online Access: Steps To Take
Practical Elements: SystmOne
Practical Elements: EMIS

BENEFITS OF ONLINE ACCESS

Improved transparency of records, including factual robustness

Increased patient involvement in their own health/ freatment plans, sharing responsibility

Patients being better informed of health condifions and more timely access to health information
Potential reduction of clinical appointments to gain information

GP CONTRACTUAL REQUIREMENTS FOR ONLINE RECORD ACCESS

GP Contract 2019 to 2024 as part of the five- year framework for GP contract reform to implement The NHS
Long Term Plan: Going ‘digital-first’ and improving access.

“All patients will have online access to their full record, including the ability to add their own information, as the
default position from April 2020, with new registrants having full online access to prospective data from April
2019, subject to existing safeguards for vulnerable groups and third party confidenftiality and system
functionality” Source: GMS Confract 2019-2024 commitment 5.10
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By April 2020: GP practices must offer all patients online access to prospective data on their medical records
unless exceptional circumstances apply.
Online access to the FULL historic digital record, retrospective and prospective, available to patients on
request. Source: BMA Update to the GP Contract Agreement 2020-24 (Page 53)

Whilst it is supposed to be a default opt-in position, in practice patients have to request access to their full
record from their GP practice and practices can advertise offering prospective access.

Practices can set a date to see the information from e.g. date access requested or date patient registered
with practice (patfients registered from October 2019 — access from date of registration)

This includes: Online appointments, prescriptions, all consultation notes including Read/CTV3 Codes or
SNOWMED codes, test results, referrals, letters, communications, and atfachments.

WHAT IS FULL RECORD ACCESS?

Summary information: demographics, medication, allergies

Appointments

Prescriptions

Read Coded (CTV3, SNOWMED) data including Diagnoses, Procedures, Values (BP, BMI)
Free text consultations

Referrals, communications, letters, attachments

Pathology results

Administrative items such as recalls, special notes, warnings/alerts

Cauvutions

Summary prinfout may contain redacted items

Referral letters may contain redacted items

Patients can add notes

Patients can alter letters before final sending ‘save for future editing’

The patients’ medical record is often a combined record. Only the GP ‘unit’ of record is available to patients
via online electronic access. Allied health workers entering information onto the GP record need to be made
aware of a patient’s access.

RESPONSIBILITIES AND CONSIDERATIONS FOR GP PRACTICES

As the responsibility fo uphold the safety and safeguarding aspects of the requests for online access rests with
the GP practice, this gives an opportunity for the GP practice to consider:

Is it safe for the patient to have access to their full record?
Are there safeguarding considerations?

Is there any coercion with regards fo this request?

Is there information that needs to be redacted?

It is important to note that there is provision within the contract for the practice fo not offer online services if
inappropriate for the patient. Also, regardless of what is enabled at a system level it is still possible and
appropriate to tailor access to individual patients.
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ONLINE ACCESS POTENTIAL PITFALLS

Online access for a minority of patients poses a safeguarding risk.
RCGP and NHSE have highlighted that practices need to be mindful when granting
online access to patients of potential areas of risk which include:

MISTAKEN PATIENT IDENTIFICATION (ID)

GPs are responsible for data protection. Patient ID verification remains the GPs responsibility. Prior to granting
online access practices can verify a patient’s ID in 3 ways:

e Vouching by authorised member of staff if patient is well known to practice

e Vouching by authorised member of staff with reference questions i.e. DOB, patients address

e Verification with 2 documents i.e. passport, bank statement, driving licence. Practices are
recommended not to scan images info record just record that a practice member has seen it.

It is recommended that practices have a Patient ID lead (i.e. Caldicott Guardian) and verification protocol.

COERCION

Patient online services creates new and additional opportunities for coercive behaviour to access medical
records. Vulnerable patients may be at risk of allowing online access to their medical records/ information to a
third party through coercion.

If clinicians consider that it is in the patients’ best interest to restrict online access to information, they have the
right to refuse access/ restricted access settings. It is recommended that this should be explained by a GP
during an appointment and reasons evidenced within the record.

Potential patient groups vulnerable to coercion include:
e Victims of Domestic Violence and Abuse (DVA)
e Patients with learning disabilities/ reduced mental capacity
e Children

PROXY ACCESS

Individual/s acting on behalf of a patfient may request access to a patient’s online account:

Parents or Guardians

Carers

People with Power of Aftorney

Friends or family with the patient’s consent

Care or Nursing Homes with the patient’s or NOK's consent.

Formal access through surgery:
Proxy has their own login details; they do not have to be a registered patient at the surgery.

Informal access:
Patient shares their log in details with another — this is not recommended.

Proxy access should not inhibit proper and full recording within the medical record.
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ONLINE ACCESS TO CHILDREN'S RECORDS
NHSE and RCGP recommend any proxy access is routinely removed for children between the ages of 11 and

16 years (can be set at ‘practice level’) and only reinstated on a case by case basis.

Children from the age of 11 can have capacity. Assessment of Gillick/ Fraser Competence should be coded,
and record flagged prior to giving access.

The identity of parent requesting/ gaining electronic access (for all children) should be recorded within the
child’s record.

Delegated authority may state that Foster Careers can have electronic access to their foster children’s records
— this would need to be confirmed with the Looked After Child’s allocated Social Worker.

Caution

If the child’s record details history of abuse or coercion of the child or 3@ party information- practices should
consider refusing online access as access to this information could be damaging to both children/ adults.

3RD PARTY DATA

Information relating to, or originating from a person, other than the index patient, who can be identified from
the information given and could have been collected in confidence.

Redaction is recommended for information about the patient or another identifiable individual which was
shared by anyone apart from the patient unless you have their consent to share.

However, if information about a third party is in the notes because the patient has provided that information,
you do not need to redact this information from view. This is because the patient will not be given any new
information that is unknown to them.

Examples:

Child Protection Plan conference minutes includes mother’s history of child sexual abuse = does need
redaction

A patient tells you that their mother is addicted to alcohol and this is documented in the patient’s notes
= does not need redaction

The patient’s notes show that the patient’s mother had confided in the doctor that they thought the
patient was being abused by their partner = may need to be redacted.

SENSITIVE DATA

There may also be information that may harm the patient, a diagnosis, abnormal result, or opinion that the
patfient is not aware of.

The record may also contain information that the patient believes is mistaken or wants to have removed.

For brevity we refer to all such information as 'sensitive data'.

Patients or their proxies may ask for entries to be altered or removed if they disagree with them or find them
upsetting or offensive. However, all health professionals have aright (and a duty) to make complete records of
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facts and their professional opinions about their patients’ health, indicating clearly which are facts and which

are opinions.

SAFEGUARDING: WHAT SHOULD BE HIDDEN (REDACTED) FROM ONLINE ACCESS

Consider what impact it would have if the patient viewed this information on their record.
Child Safeguarding Information

On Child Protection Register

Removed from Child Protection Register

Adoption

Looked After Child information

Adult Safeguarding Information

At risk of abuse

Domestic violence

Sensitive data

Third Party Information

Child Protection Conference Minutes
You receive Child Protection Conference minutes with information about 2 children.

» Scanned onto Child A's record.

» Scanned onto Child B's record.
GP becomes data controller of that information.
Viewed by clinician: read codes entered, templates filled in
Is this information suitable for online access by Child A?

v' Safeguarding information

v' Sensitive information

v" Third Party information

Redact: report/minutes (hide from online access), template, read codes and any free text associated with this
for Child A and Child B

GP2GP: REDACTION MAY NOT TRANSFER
50
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Redaction/hiding from online access does not always fransfer across the GP2GP system. After registering with a

new practice, patients may have access to information that had been redacted by their previous GP practice.
Practices may need to decline online access and/or redact sensitive information for newly registered patients.

BEFORE AND AFTER ONLINE ACCESS: STEPS TO TAKE

All GP systems have a method of preventing data being visible to patients with online record access. This is
generally known as data redaction.

Before record access is switched on all the data (detailed coded or full record access) that the patient will see
should be checked for sensitive and safeguarding data or 3@ party information that needs to be redacted.

It is helpful to establish a practice record keeping policy about recording and redacting new enfries of
potentially harmful information even if they do not currently have online record access.

GP practices have responsibility to ensure safety and
safeguarding standards are upheld before and after
online access

Before giving online Are there safeguarding
access consider: considerations?
Is there any coercian with

s it safe for the patient : -
regards to this request?

to have accessto their
full record? Is there information that
needs to be redacted?

After the patient

A = Tl |
HAS5255 2aCh New

or their proxy has entry — should it be
online access redacted?

Patient{proxy may
request entries to be May need 2 separate
altered or remaoved if they entries in a
disagree with them or find consultation to enable

therm upsetting or
_ edaction o st o
affensive = make clear redaction '"'f-“"‘t 2l

facts vs opinions aspect

PRACTICAL ELEMENTS: SYSTMONE

Three viewing options for patients

Summary Information
Detailed Coded Record Access
Full Clinical Record Access
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Once ‘set’ these options will allow access to stated information as it is added to the record unless information is
actively redacted or ‘hidden’ from online viewing.

Settings for Redaction or Restricting Access
SystmOne allows professional to mark information as ‘safeguarding relevant’, ‘private’ or ‘do not show in online
record’. It is important to note only items marked as ‘do not show in online record’ are not visible to a patient

online.
SystmOne setting Visibility (Professionals) Visible to a patent online?
Default setting Information visible to all users who Yes
have access fo the patient’s record
Safeguarding Relevant Only visible to users with Yes
‘safeguarding viewing rights’
Private Only visible to the organisation that | Yes
entered the data
Do not show in online record | Information visible to all users who No
have access fo the patient’s record
(Patient will not be able to see that
information has been redacted)

Hiding consultations from the online record (Redaction)

It is possible to select multiple consultations as hidden from online services in one go.

Go to the Tab Journal or New Journal and select all the consultations you wish to exclude from the online view.

Go to the @:I Online visibility icon and select ‘Do not show in online record’

Be¥| W:

@ s W custom Fiter MR 4

| Local Data| (&

Show in the online record

|Evendhing| + |

Q} Do not show in the anline record o
T5ep2 11:58 - Surgery: ARMSTRONG, lain (Mr
A Severe frailty (abdd) - Added in bulk
0 14:35 - Surgery. ARMSTRONG, 1a
Mild frailty (Xabd') - Added in bulk
2 2:08 - Surgery: BEITUNI, Sally
B Severe frailty (abdd) - Added in bulk
] 09:15- Surgery: GODFREE, Tracey (Mrs) ('Other' Community Health Service ]
TG @SvstmOne Qutgoing Record Sharing consent changed to: (Implied) Yes
05.Jan 2016 08:15 - Surgery: GODFREE, Tracey (Mrs) ('Other' Community Health Semvice) n
TG H: Headache (XE0rh)for the past two weeks
E: Eyes checked, neck and O/E - head - general examn. (22F.)
D: Stress-related problem (1B1L)
P: Medication increased (3B3A1), review in a week if no better.
12 Joumal Entries
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When this opftion is selected, you will be prompted to enter notes as to why you wish to hide this information

from the online record.

i N
'f' Consultation hidden from onlim g

Enter some notes to support making the consultation hidden from the anline recaord. |

Motes |Reason for hidding this consulations from the online record is required in herel

Dk Cancel

Cavution: Hiding information from online visibility WILL NOT redact records when printed

Making a Consultation or Information ‘Private’

This information is not part of the shared record (not seen by other organisations who have access to the
record) but is visible to the patient

i SystmOne GP: DHC
Patient Appointments Reporting Audit Setup Links Dispensing Clinical Tools Workflow User System Help

Q [% ' O @ @ g B g‘) SIMPSON-TESTPATIENT, Homer (Mr) 01 Jan 1956 (63y) M

2h Hogarth Road, London 8WA OPT

Search Task Discard Save Record  Details Mext Acute Note Remate Appts Home  wonile (preferred); 07717 202275 Home: 01234 567390 Test
HeEBAEaEamsyo\@os@dow bi % & & @@ o Paten
Start Consultation = Mext Evert  Event Detsils | Pathology  Drawing  Auto-Consuttation  Settings @ X a
Clinical | Administrative Tabbed Journal an
B patient Home « | |Searching in the journal shows results after any applied filtering. This does notinclude results fram consultations in collapsed admissions. The search box only searches on patient data currently visible in | 3
y gMﬁJor Active Prosiems (4) the journal. This message can be hidden by going to User = User Preferences = Patient Record = New Journal and disabling the 'Show search warning' check box. a
B proiety state NOS (E2007)| | 7} ‘ =y §e & | g & 'W | Custom Filter MR ‘ - X
Schizophrenia (Eu20.) (1
o pvenis (200 () | T ooy 88 partof Shered Record || Urgent Care | Everyiing | Read codes onime | Fullrecora aniine | Mental Heat | Sareguaraing | + | i
W Psychatic disorder (%0056

| #  MarkEventasPrivate  ing Read and abeythe following " Close your ayes" (Show Patient the item writtan on the next sheet): Comect

W Bombay potato curry (Ub0: F Safequarding Relevant | 3 sentence ( on next page). The sentence should make sense and be grammatically correct, but spelling mistakes can be ignored - Wrote F
P meor Active Problems (1) g TS
> A Inactive Problems (5) Language - 3 stage command. Follow the 3 stage command. Take a paper in your right hand, fold it in half and put it on the table : Completed one stage @

Construction: Able to replicate diagram
l S & Family Hist 33 - -
&I summary & Fany sty (53) Dementia less than 24 Severe Dementia less than 10 Maximum score 30:
Q Summary Care Record

> @Appnintments_\’isﬂsaTashs 28Jan 2019 13:37 - Burgery GAS ta (Dr) (Clinical Practitioner Access Ralg, g
> 4@ Quick Glance Ctrl+1
(3 New Journal Ctri: W L4 Dementia, timely diagnosis & support- NWL CCG V1

Assassment

Assessmentfor dementia: Assessment for dementia (XaaBD)

Atrisk of dementia: Yes
B Medication (1) Inifial memory assessment: Initial memary assessment declined (Xaahx)
(R Repeat Templates (2) Ctrl+5 Assessment for dementia (XaaBD)

At risk of dementia (<aQyJ)
P Hist il
rescription History (71) Inftal memary assessment declined (<aahx)

[ Tabbed Journal Ctri+a
LT Read Cade Journal (226)

£ ETP Details
& Vaccinations (5) 12 Feb 2018 15:35 - Surgery: DHOLAKIA, Neera (Dr) (Clinical Practiioner Access Role) (7]
) Onlne Services ND Problem: Bombay potato curry (U0Zb)
) H: Testing the anling record accass for Homer.
47 Communications & Leters (43) D: Bombay potato curry (Ub0Zb) =
= Referrals (7) Bombay potato curry (Uh0Zh) N
@ Record Attachmerts (11) e —
100 Joumal Entries
& MED3 Statements (1) N
a |‘$| » tems per page | 100 Page 4 | of |4 & = 07 Sep 2016 - 12 Feb 2019 03
e o021 Bieo |Booll Fooo BsolBs:3 28 B 15
= v 2o At EoS e

e. E @“ e (S - T ) - £

What can the patient see on their online record?
To review what is visible to the patient online, there are 2 methods.

1. Go to ‘New Journal’ if this is configured for you and use the drop-down box with Custom Filter to select
the view you require
2. Set up tabs for Read Code or Full Record Access visibility
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Example of sefting up tabs:

¢ SystmOne GP: DI eera ing Centre - Patient Record E@Iﬂj

Patient Appointments Reporting Audit Setup Links Dispensing Clinical Tools Workflow User System Help

= = gl SIMPSON-TESTPATIENT, Homer (Mr) 01 Jan 1956 (63 y) M
Q g ' O @3 @ g C ¥9 2b Hogarth Road, London SW5 OPT

Search Task Discard Save Record  Details Next Acute Mote Remote Appts Home  wahile (preferred); 07717 202275 Home: 01234 567890 Test
HEBEPELE LMo \RI LK@ W % & &P G n Pt

Start Consuttation  Mext Event | EventDetails | Pathology  Drawing  Auto-Consultation  Settings @ % x

Clinical | Administrative Tabbed Journal on

13, patient Home « | |Searching in the journal shows results after any applizd filtering. This does notinclude results from consultations in collapsed admissions. The search box only searches on patient data cumently visible in | 3
. g Major Active Proslems (4) the journal. This message can be hidden by going to User = User Preferences = Patient Record = Mew Journal and disabling the 'Show search warning' check box o
8 nviety state NOS (E2002)] | 7] | ey s ‘ @ & W | Custom Fiter MR ] | | % 1
zIf::‘czhodlp::?::::2(0:0(013)6' Local Data | GP Data | Communilvl Urgent Care | Evervthingl Read codes online | Full record online | Mental Health | Safequarding ‘T‘ uEu
Bombay potato curry (LUbDZ| '8 Y
> ﬁor Activiimdems (1!’)( 3 VYT = E:
> A Inactive Prodlems (5) Tab name |Full record onling| Tahicon h
Summary & Family History (33)
E Summary Care Record Only show ...
P @ Appointments, Visits & Tasks |:| Clinically-relevart events
> 4 Quick Glance [7] Administrative events

ﬂ New Journal
@ Tabhed Journal
LT Read code Journal (226)

|:| Safeguarding events (also requires access right)

|:| Events recorded since my last evert

E Wedication (1) [ Events recorded here

{§ Repeat Templates (2) [7] Events recorded elsewhere

Prescrigtion History (71) [T] Everts recorded by staff of role

i ETP Details |:| Events recorded by organisations of type

i Vaccinations (8)

Everts recorded by specific staff or organisations
& Online Services [ Y Sp g

457 Communications & Letters (48) [7 Events recordsd by specific team
=P Referrals (7) Events visible to patient online () Show coded patient record @) Show full patient record
1 Record Attachments (11)
2l WED3 Statements (1) 3 4 ok Cancel
q |‘+| s tems per page | 100 — - 07 Sep 2016 - 12 Feb 2019 @

Mo 7o0209 |Be o @ool@lEoo Bsol@e + 3 98 B 153
- 0 REL - NN B

e B ® | - T a0

PRACTICAL ELEMENTS: EMIS

Configuration options for global settings
Guides available at www.emisnow.com within ‘Online Services'.

Practices using EMIS can override individual patient settings, disabling features in EMAS Manager

Click ®*™¥ 1oint to System Tools, and then click EMAS Manager.
Practices can enable/disable transactional services such as appointments and repeat prescriptions.

Practices using EMIS can manage online access settings for patients. Once ‘set’ these options will allow access
to stated information as it is added to the record unless information is actively redacted or ‘hidden’ from online
viewing.

Option What the patient will see

No care record access No Care Record data.
Disable all care record access

Core summary care record Medication and allergies only.
Use summary care record settings
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Detailed coded record

Use detailed coded record settings

Prospective detailed coded record

12/1/2020

Allergies, medications, laboratory test results, immunisations,
problems, and read coded data within consultations.

Note: Free text can be controlled separately for:

Lab results
Documents
Problems
Consultations

Referrals/letters/ attachments will become mandatory from
April 2020.

You can allow certain information, e.g. documents, consultations or free text, to be displayed to the patient,
but only going forward from a certain date, e.g. from 1 April 2020. See example screen shot below

Detailed coded record

(® Use detailed coded record settings

Detailed coded record will allow you to choose which services the online user can use.

Services

/| Allergies (Mandatory)
| Medication (Mandatory)
Laboratory test results

Display free text from:

Documents

[ ] Display free text from:

Immunisations
Problems

[] Display free text from:
Consultations

Display free text from:

01-Apr-2020

[] Only show documents from:

Only show consultations from:

i
b
B
01-Apr-2020 FH
01-Apr-2020 FH
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Patient précis icons
The following icons are visible in the patient demographic ribbon to highlight status

Online Services user status

Icon Colour Status
Black Not registered
D Amber Active
Inactive

Green Live
Proxy status

Black No linked proxy users

Green Has 1 (or more) linked proxy users

Child Proxy access - Age maturity notifications

A parent or carer can be granted online services on a proxy access basis ‘child proxy access’, such an
account will be restricted with access to book one appointment only when the patient reaches the age of 11
years. Emails will be sent to the proxy access user 3 months before and on the patient’s 11th birthday.

For patients under 16 years wishing to register as online users for their own account there is a requirement to
record their competency prior to registration as an online user.

Settings for Redaction or Restricting Access
EMIS allows professionals to restrict elements of access within EMAS manager on a case by case basis e.g. give
pafient access to appointment booking and medications only.

The ‘Online Visibility' tool within EMIS allows the professional to remove consultation, code, item, or document
to be hidden from online visibility, within the open consultation and care history tab. The Problem page view will
remain unchanged.

Hiding consultations from the online record (Redaction)
Within the open consultation click on the Online visibility icon and select ‘Do not display on the patient’s online
care record’

11©
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Summary  Consultations  Medication  Problems  Investigations  CareHistory  Diary  Doc

| E ¥ Cancel  Clear E 22-Sep-2017 07:26 o
=l 1) Confidentiality ETEST. Emis (Dr) . og
Save T

et GF Surgery Bun
Problem [* Sharing » | Visibility EMIS\webCR1 50003 Template Ap

Caonsultation

A : ] :
E] Dizplay on the patient's online care record

Referrals - 1 Medicine Managemeni

Do not display on the patient’s online care record

Consultation

1. <No Problem> &3

Once saved the crossed icon appears along the right-hand side of the whole consultation.

Cavution: Hiding information from online visibility WILL NOT redact records when printed

Hiding parts of care record from the online record
Right- click on the code/item/document in care history, choose Online visibility and then ‘Do no display on the
patient’s online care record’

Term Value Coni
Adverse reactions Adverse reactions (25-Jan-2016) Attad
Operations, procedures, sites £ - procedures, sites (25-Jan-2016) Atta
Adverse reaction to penicilins Prob
Ischaemic heart disease i Proble’
Final tetanus immunisation Canhdentalty d 1
Asthma Online visibility 4 | Display on the patient's online care record bl
Backache, unspecified Copy to Local Record Do not display on the patient's online care record I bl
Administration Graphical Trend fion (20-Jan-2016) Attac
Occupations B “TabolasTrend s (18-Jan-2016) Attac
Ischaemic heart disease screen Audit Trail Probl
Preferred method of contact: n
Serum TSH level Knowledge D.30 - 4.40) Euthyroid picture (including satisfactory Inve

thyroxine replacement)

Once saved E‘rhe crossed icon appears along the right-hand side of the enfry. This WILL NOT redact any
identical enfries codes further within care history. It must be done on an entry by entry basis.
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Introduction

New features have been created to enable documents filed from Docman, to be made
invisible to patients through Online Services.

Users will be able to make a decision at the point of filing or in workflow as to whether the
document should be made visible or if they would like to prevent the visibility to the
patient.

Please read this user guide to understand how to use the new features in Docman
10.Filing and workflowing documents in Docman 10

Filing and workflowing documents in Docman 10

Filing — no workflow required

When a document is filed in Docman with ‘No Review required’ and the ‘Add Document
link to EmisWeb’ tick box is selected, users will be presented with a new option: Visible to
patient (via Online Services).

By default, the Visible to patient tick box is selected.

Create Review No Review required

Users must deselect the Visible to patient tick box if they wish to prevent the document
being made visible to the patient. (Once a decision has been made in Docman if a change
to the visibility is required, this must be actioned within EMIS see EMIS Web Knowledge
Base for guidance).

Create Review No Review required
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If the user prevents visibility to the patient, the icon below will display in EMIS against the
document entry.

. Born  30-Sep-1955 (64y) Gender Female NHS No. 670 050 4198
Active ¥ LEF, Laura (Mrs)

Usual GP BURGESS, Neil (Dr)

Date Navigator Date Consultation Text Lo
2020 (2) - 24-5ep-2020 Docman DME2020, DME2(,

Sep (2) B Additiona Attachment (§ Unscheduled Care NHS Direct
24th: [DME2020] Docman Result

Online visibility is restricted

) (Dr)

| Online visibility 15 restricted

Filing — workflow required / review required for decision on visibility

If a user is not authorised or is unable to make a decision regarding online visibility, they
have the option to send the document in a review task to another user to action as
appropriate.

It is advised that the user should add an instruction to the task to inform the recipient that

a decision is required for patient visibility via online services. (*See below for guidance for
adding new instructions)

LV Filing
% Templates None v
Categories None -
Review Members (7]

n Administrator

Normal pricrity, no due date specified, any Reviewer can complete, default

1st level category will be applied and "Decision Required for Patient Visibility via Online Clear

Services" instruction.
——

Edit Reviewers | Settings | Add Instruction

Add Reviewers
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As the document has been sent on for review, the entry in EMIS is marked as provisional
and the document is not visible to the patient.

19-Sep-1974 (46y)  Gender Female NHS No. 751 973 4528

BARRY, Angela (Miss)

GP HARDING, Brian (Dr)

Date Navigator | Date
020 (1) = 24-Sep-2020 DME2020, DME2020 (Dr)
Sep (1) Addttional [~
24th: [DME2020] Docman

[Provisional] Attachment (i

AAdrunetratinn

1. When the task recipient clicks on the task, the instruction will display on the task
card

2. The task recipient is presented with the ability to allow or prevent visibility. If a
decision is made, no other user in the workflow can make a decision in Docman. If
no selection is made and they are the final user in the review task workflow, by

default the document will be made visible

Tasks
WEST, Mark (Mr)
> ’"Z;x - R =4+ Q 1or1

REVIEW: eded, Neurology
document for FARMER, Steven
(Mr) No: 8380928467

07-0622020 - Dr Pt Dosema
Active | Hign [ Due 08-0ct-2020
REVIEW: Clinical Letter,

Orthopaedics document for
WEST, Mark (Mr) NHS No:
62

2 week wait

Leeds General Infirmary
Great George Street

Leeds
Decision Required for Patient West Yorkshire
Visibiity vis Online Services 151 3EX

document for WEST, Mark (Mr)
NHS No: 6861754462
OrPos Dosman

Tel: (0113) 2432799

REVIEW: Out of Hours, General Department of Orthopaedics
icine ::Hc:.:efue;r:ﬁiz,z Clinic Date: 20/03/2014
— Typed: 21/03/2014

Patient Name: Miss Minnie Mouse
DOB: 01/05/1991
NHS No: 9434765919
Teemmoeor e} 21 Westfield Moor, Morley, Leeds, West Yorkshire, LS27 8DO

REVIEW: Qut of Hours, General
Medicine document for WEST,
Mark (Mr) NHSS No: 6861754462

NHSNo. 6861754462 som 16~Jun-1930 (90y)
UsusiGp Dr Emiis Test

Actions
= Show Activity
View in Emis \Web
Annotate

Quick Steps

UBRN

Add Task

Create New Task

Add Comment

Free Text

More Actions

View Documents
Add Clinical Godes
Start Discussion
Print

Email

Create Merge Letter

Workflow Tracker Report

Online Services
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REVIEW: Clinical Letter,
‘ Orthopaedics document for

WEST, Mark (Mr) NHS No:
Online Services 6861754462

Allow viewing of this document

Prevent viewing of this document Decision Required for Patient
Visibility via Online Services

Workflow / Tasks in Docman 10

When a document is sent in a task/workflowed in Docman and the ‘Add Document link to
EmisWeb’ tick box is selected, the filer will not have the option to make a decision on the
visibility.

The task recipient will be presented with a new option in the actions pane: Online
services — Allow viewing of this document or Prevent viewing of this document.

The task/workflow recipient is presented with the ability to allow or prevent visibility.
If a decision is made, no other user can change the visibility setting from within Docman.

If no selection is made and the user is the final recipient in the workflow, by default the
document will be made visible to the patient, although this can still be changed at this
point if that is the desired outcome.

NS No. 838092 8467 pom 17-Feb-1974 (46y)

FARMER, Steven (Mr) UsusiGp Dr Emis Test

Inbox

> o - X -+ Q 10r1 Actions

b(,A 1 Inbox

= Show Activity

ReViEW: eded, Neurology View in Emis Web

document it for FARMER, Steven

" Annotate

0928467

Oxleas

Quick Steps

NHS Foundation Trust i)
REVIEW: Unscheduled Care,
Cardiology document for Add Task
FARMER, Steven (Mr) NHS No: Create New Task
14 October 2020 i
151 Goldie Leigh
Lodge Hill More Actions
Abbeyiond view bocurtets
Tel: 020 8319 7078 Add Clinical Codes
Fax: 020 8319 7107 N )
Patient: Mr Guy Borris www.oxleas.nhs.uk StprtDisclission
DOB: 04/11/1959 print
NHS Number: 947 611 6447 Emai

Create Merge Letter

Department Cardiology

Online Services

Diagnosis: Atrial Fibrillation

Clinical Type: Follow up
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Audit in Docman 10

The audit will record the decision made on patient visibility in the document history
section.

Document History Document History

WEST, Mark (Mr) KENT, Leslie (Mr)

Timeline anm Timefine =

23-0ct-2020 Administrator za-oc[}!ﬂzu
09:32 Emis Patient Visibility 15:47

Dr Pcti Docman
Emis Patient Visibility
Document has been set as viewable Document has not been set as

for patient in Emis Web viewable for patient in Emis Web

Cr Pcti Docman
Created

Administrator
09:32 2 15-47
Document Filed

b Administrator
) Document Filed to Clinical

System
Seen in general medical clinic -
185241003

Administrator
0:31
@ {DocumentAdded

Document Review

Members: Dr Pcti Docman
Instruction; Decision Reguired for
Patient Visibility via Online Services

15:47 2 : i e
Emis Patient Visibility

Document has not been set as
viewable for patient in Emis Web

Dr Pcti Docman
Document Filed

=
- ©

Dr Pcti Docman
Document Filed to Clinical
System

15:47

SYSTEM
Document Added

|
|
|
|
|

15-Sep-2020
14.30
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